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1T ARBEE

FBATHERITIEEENE Lo

1.1 EHR

EXRAMMEER RN —F1TH. —PAFB —PARIE,

HBEeMBECHRIEEATE  RAROEREEMEMRBCSEEATAL , RAEEESE.

1.2 EYR

RARECEEERRIX—MES.

FAEY , MEMREABBINCERTEREK , BAFA , BIFECRBEBES

1.3 BEMNEN

MERFETA—MIRFERE , BERREN .

EEAEEP , ERNEREMRBEENES,

ME , ERZRHER, ki, MRBEESHEELERAHMA , FEEFRUAEMAETREREZHEE,
ME , ZeHUBEE, EFEMHERZABRNA , XK/ ETRESHM,

1.3.1 BE=ZEN

TEM  KFEXER.

RE : REITRHER,

Zet  BRSEEMALETE !

1.3.2 BISh

EBREMNAE - LBERE[UER 1 R 2 B EREN,

Bl , I, RELEHES  WARBHETEZEEMKINER , XFRENE (RRWARATLBHRE AR | 1

ABHRTUT)o

Bhw , BTIRENT BIAFERSLY  ERATEEN BRIEERP HEETHAAFTAE,

1.4 BRI 5K

1.1.1 BARREHERX 2

BEAERARZEERBERENBERDI KBRS,

me—x—"5-3 %",

“—Xf —" B F A “point to point” , “— %t %"t ¥5 7 “broadcast’s

142 BEBRBEX %

F—EAERBEMEZENESXENBEH TS K,

B F RS 5K

1.5 HBES

ELEMRBAFR |, BN E T HENEMAIR, HEARNMAERFIX — Ko

AT BT SnAEFZRE. BAGL , aldtscd  BERETIHENMMARAS,
FNFIHEN , A FHMBTEN , S2EENITENERITEN. ABEERETERS. ELHLAER,
ARERTHRBRITEYNNAEEESE K JKEENE , UEBNANHTIME , MESETUBEHERERS,
Flan - MBERMNEEERFNMITEN , RNUOAEEEE? ( BeeFVEFLBRITEN. )
BINEECNE—MATBENS L , ZHEEHRAPL

Bl s amERERNRENMEE 29 EM A EEER 2
BINEFZCEREH S ERAREHIBRPEENTEY , ZHERMUN —B5.

RARA R ERRERENBEDIN?

BB | N TFTTRRNGR , BTRN& R AT HIERE,

2 ATBERERPHEEMY

BATHT e EREP AT UEAZ DRI,

2.1 Ethernet

BEARXRYEBDIN. BFE. BMECNERLPET , BNASAFERARFREZRLEYE , HEZEREERRE,
2.2 1P

IP 1% Internet %,

X2 W& ZIEBIEN — AN,

BRFIBXRE , RAACRENMNETEVNNSHRR , ETE , ZBRALUEN Internet i5R 57 EHEMITENL.
2.3 UDP

UDP 3k A P BRI,

5 UDP , TENNARF I LUEEER ( EXfER THAKIER ) RIXFIME LW EME,

{82 UDP 7A 5, UDP RARF LB ESIELEHRFEIEX. ILF. BIRIAEBES.

UDP BESTEREMR, ERZABERMIPES (VolP) LEA, AAXNTHRENARERF , EABESEETRRGHIR

2.4TCP
TCP RE“EMmEFHIMHIL,



TCP B IP ME , EFRENLETHARNARZRFZE , RETE., EFELIHRRENF I REH. EW World
Wide Web , Email Z2# BBk M B A2 #B 4T TCP,

X2—MRRITHMIN. FSHAMHEBET TCP F &,

25 HTTP

HTTP 88 X A& RPN,

TATELZRTER.

RTEEERATHEEMLT.,. ENERIARMEZHEA,

Mt 2 A HTTP MU R LT o

2.6 HTTPS

T HTTP WARRA, EFEAEMEARKRER HTTP £HHN L2,

Hit , EETROTEF , MBREEINEADEERLE HTTP MY, BBFRETFTRELN, BYZMUEHNBIETTREASME
o7 YN

2.7 socket

MERLEYW , EFREMYL , REBIWE .

XRRLE , EEFEERE IPMEHHHANER , E2— AT —X —EENRE,

2.8 WebSocket

ERATHLEERTEEFERSREES (HW Python ) —BEH , MEFEAX K (ML ) B A3 SEE,

IXH = WebSocket FIKIR , ©=ATEMIEEX K2R B EEFEENDIL

3 f£ A Pythoni# 1T Socketi@ ifl

BT/ Python BIEE —NBEMARF.

FANERERTREMNE—F,

31— NMEENERF

3.1.1 RS 85 .py

¥ First of all import the sodket Library

import socket

#F mext create a socket object
5 = socket.sodket()
print{"Sodket swcoessTully created™)

# reserve a port om your compuater im our
# case it is 12345 but it can be anything in a raspe of 8 fto 65535
port = 12345

& himd e listemer to Local Area Betwork
5.bind{("8.8.0.0", port))
print{f"socket binded to {port}™)

# put the socket imnto Lisbenimg mode
s.listen(5)
print{"sodket is Listening™)

# we run this server forever wotil we interropt it or aey error ocours
try:
while True:
& Establish comection sdth cliemt.
c, addr = s.accept()
print( "Got commection From®, addr)

£ semd a thank you messape to the cliend.
c.senl{b" Thank you for conmecting”)
except Exoepiion as e:
print{e)
# Close the conmection with Hhe cliemt
c.close()
EXE | &A1%R import T — socket library , ARG 812 T —/ socket instance, & X BThost B ip address 45 7 #B
socket £, EXANKBIFE—ERITERNER,
L — N FfrequestBIRET , XNEFISITENHE X F #ip address , 3 B EI&Z“Thank you for connecting”s
3.1.2 B imw.py



# Import sodket module
import sodket

# Creabe a sodket object
s = socket.socket()

# Define the port on shidh you want to commect, it should be He saae as serwer's
Ircmand |pori
port = 12345

try:
# comect o the server
s.comect{{"127.8.8.1", port))

& receive data from te server
print{s. recv(1824))
exoept Exoepiticon as e:
print{e)
# close Hwe commeciiom
s.close()
EXE , BRI BIET —socket instance , AR —XBAVEE KR , MR EsItbE —MEEMNip addressfif 7 —
RIEE, HERLBIITEN 7X A RERNmessage.
3.1.3 B4
MEENHERRES , RIMNTUAE  MREQRBEE , UEELCIE— MRS,
ZRFB|ELEMATHFRIRON IP bt |, ARSI —MEZSEL P thut Mk 0N &Pk,
BEEIEN—AR R server bk client GB3 , BclientFhLiEET Lserver,
3.2 Bt ZEEM R
BNEXEEINRBERRSHTZHKZET , MALETEL, SERISESEE  AomEEEEENTRRAE
“Thank you for connection” F#f &,
EXMERT , BREMEZBELE, RIREF KIEZLE How are you?” , BEIZE“I'm fine.”,
EHAE  AHRIEEEEAINPIXRN, EAEBXE , 20ERONEER , —MATREEREEE , EATMN
Hit ABREEBUER .
3.2.1 4%
EX : ZitENRZES  LKERUHUABRERR (BERBREREN -9 ) RUBENT/MUERES T,
BRAECERANATUILFREFENETH—HERET.
3.2.1.1 HEMHIF
import logeing
import threading
import time

def Hhread o on{wha bever) -
lopging. info{f"Thread: startimg {mhabever]")
time . sleep(2)
lopging. info{f"Thread: fimishing {whetewer]™)
if _ name — " main_ ":
format = "¥asctime)s: Xmessape)s”
lopging.basicConfig{format=format, level=lopging. INFO,
datefut="1H:2:%5")

lopging. imfof “Haim : before creating thread™)
x = tHweading. Thread{ target=thread functon, args=("yeahl®,)})
lopging. imfo “Hain : before rumning tHhread™)
x.start()
lopging. imfo “Hain : wait for the thread to finish®)
# x. jain()
lopging. imfo “Hain : all deowme")
mMHR



221600 Maan : before areating thread
221600 Masn : before unning thread
2216100 Thread: starting yeah!
221600 Maan - wail for the thread 1© fanish
221600 Masn - dl done
22:16402: Thread: fimshang yeah!
SREFAUUEETHEDTIEIT. FA A LA I ZhaE K 62 8% 3t 1T BE T R
XERMEA Tlogging , RERANRBEAEBELEITENFRS,
3.21.2 BEMEIRS=R.py
import socket
import threading
# thresd Fumction
def reoeive amd prim-{c) @
while True:

& data received from cliert

data = c.recw(1824)

if mot data:

print{"Bye")
break
primt{ “imessage recsived: °, sitr{data.decode( " wtF-8°)))

& comection closed
c.close()

def Maim{):
st = "8.8.8.8"
port = 12345

s = sorket.socket()
s.bind((host, port))
print{"socket bimded to port™, port)

£ put the sodket into Listeming mode
s listem(5)
print{"socket is Listenming™)

# a forever Loop wrtil cliemt wambs to exit
try:
while Troe:
# establish commection with cliemt
c, addr = s.accept()

& Start a wew Hhreod
t = threading. Thread{ tarpet=receive_and primt, args=(c,})
t.start{)

while Troe:
text = inpart( "™}
. send{ et . emcode{ “utF-87) )
exeplt Exoepiion as e:

primt{e)
# clase tee commection
s.close()
if name = " main "

Main()
EXE |, #6127 —1 & Wreceive_and_printdifunction , ©F S EZW R clientfVEE 2 FIBCITEIH K,
B, RIVEEloopBREM 7 X —Nipitb it B9 K U7,
3.2.1.3 BEMEIEFi%.py



import socket
import threading

def receive gl prind{c):
while True:
¥ data received from server
data = C.recv(1924)
if mot data:
print("Bye")
break
print( "unmes sape received: ", str{data.decode] " wtF-8"}))
print(™\n"}

F comnectiom closed
c.close()

def Hain(}:
host = "127.8.8.1"
port = 12345

5 = socket. socket()
s.connect{{(host, port))

t = threading. Thread(target=receive and print, args=(s,})
t.start()

¥ presting
messape = Cyinpgshaoxo is aeesome™
s.sem{messape.encode( "utF-5" )}

try:
while True:

F messape sent Do server

text = input({™wn"}

. semd{ text . encode( "utF-8") )
except Exoepiion as e:

print{e)
#F close Hwe commectiom
s.close()
if name = " main "

Main

Eﬁiéﬁl‘]ﬁ'&%i?i&ﬁ?—/l\function , BT ITENE K EIMmessage. AREHEEloopLRRERBHI A EEE. XEMW
BH Aterminal AP X Z5# A,

3.2.1.4 B4

FREMNMXLAMRHEEIA T MNEEE. KEBEUTUENEEZIXHEE | ERE B TENERZEEE , HE , EBEM
RHREM—F RS TIHE  BEFAfAERE LITHHR,

3.22 ZHBLKETFR S,

EMEREFABLAEX—R. XREAMTLABNEE—HELZLNEERAREZNEARNEN | ZHE, SHERE
BANTENRETREAFNRSZSANPREEE T, ZREBEEREISE M EBRHEIBEESASIMES,

BT7TZHEER , BMEHETUE - MEFREETHBRMINEZE,

3.2.21 —MERBBFIF

from multiprocessing import Process

illlll

def wy Fomciiom{x) <

print{(x*=*2)
if name =" main ":
P = Process{target=ay_function, args=(3,))
p-start()
print{"3 to the power of 2 is: ")
The result is:

3 to the power of 2 is:

9

HEN , RFREBEXINFATERESABALRESH , RARKESENLEBRERL , #FFERELARHE—
function, X/ Munction , 27 % —/NprocessEEIZE 1T

3.2.2.2 e mE RS R .py



from multiprocessing import Process
import sodket

def receive il prim-(c)
wiile Truoe:
data = c.recv(1824)
if mot data:
print{"Bye")
break
primt{ “imessage recsived: °, sitr{data.decode( " wtF-8°)))

c.close()

host = "B.8.8.8"
port = 12345

s = socket.socket()
s.bind((host, port))

s. listen(5)
try:
wiile Truoe:
c, addr = s. accept()
P = Process{ target=receive and print, args={c,}}
p-start()
while True:
text = imput{™n")
. send{ bext . encode{ "utF-8") )
exoept Exoepiticon as e:
print{e)

s.close()

BIRMNERE | RIMNETHEZEERK Weonnection , FAEKtermina EA P ARAEE |, HIEEE RIZSER FRMclient,
EENRclientB X HEER , BRI EFHERILBEWZINREITENHREK,

3.2.2.3 BEMEIEFi%.py

from multiprocessing import Process
import socket

def reosive amd print(c) :
while True:
data = C.recv(1924)
if mot data:
print("Bye")
break
print( "unmes sape received: ", str{data.decode] " wtF-8"}))

c.close()

host = "127.@.8.1"
port = 12345

5 = socket.socket()
s.comnect{{host, port))

p = Process{target=receive and print, args=(s,))
p-start()

messape = “yingshaoxo is aesose”
5. semd{messape . encode"wt T-5"))
try:
while True:

text = input{™wn"}

= . seml{ text. encode( "utF-8" ) )

except Excepiion as e:
print{e)

s.close()

BEFIHRSERSHBHNEESMATLAXE , SR THEs £ , RiRiERE Eserver, TN K RIEE Efserver , ZRIGHT
EltHserveriR BRI E B

3.2.2.4 B4

FRAZHENFARRCTENRE , ENTRNHEZETUHTENAEELE,

RMRUTENEERITENZBN —NMRATRAREREEMEESE TRARA, XHREARAEE LBHZTZCPUME,

BRTUEWER , SHEXSLEBEFNHAR  CREIBETEERRZEEERRITERR. BENERRUORBRE—MNEX
WHBEEEENE  Y—BEERTELETHIME , (RATSUERBBEER/NEE  SASHENF L , BB R EZET
ENEESEL, X¥ , FBERSHESENR LNENMNREHLE, TETHE , ANtRE TEEME. BEAAM , KEH
EHIDRWERBMEBXAMMN . JLTAVEERERNIE, %Iﬁﬁﬂiéﬁtﬂﬁ%ﬂ’ﬂﬂ?%i%kﬁo



4 RTBE
AERENASBXIABRRLSHN, — M |

: lltlsiifl\ﬂiﬁj:&ﬁ 100 % B SR 14,

— N, MRANETHRFERE  BRR-—FH2W,
BRXRL , REHETUHENNEEREHERRIN. BIFECINEERRELSHN , kM, BEAAY

EAEH , RIPFITILTE Python RERANFHHRE , LERNBEIUEACKREEERE RS,

4.1 asyncio
asyncio[112 A T #l{EF LS EFH Python &,
411 —MEIEMHIF
import asymrio
async def funcl{):

aait asynrio.sleep(l)

print{"Hella ...")
async def func?():

aait asyncio.sleep(2)

print(" ... workldl ")
async def main():

aait asynrio.pather(

func2(),
, funcl{)

asyncio. run(main())
B

Hello _

— Workd!

MALERTEY |, BIES function2 BAE function1 Z 8l
function2 FRFE“World”, 5

XA
42 —MERNRSB|NEFIRERF
4.2.1 BRS58R
import asymcio
async def handle echo{reader, writer):
data = await reader.read{108)
messape = data.decode()
aldr = writer.pet extra info( " peernase” )

print(F "Received {messape!r} From {addrir}™)

print(F " Send: {messape!r]™)
writer.write{data)
aait writer.draind)

print{"Close Hhe commection™)
writer.close()
async def main():

server = amait asyncio.start server(
handle echo, "127.0.8.1°, 3538)

aldr = server.sodkets[0].petsockname( )
print(F " Serving om {addr}")

async with server:
@it server.serve forever()

asyncio. run{msain()})

HENBEEXHE—IEFHEHR , ROBRE

RASEE

%Bﬁ/j&? o

XA BFIEABMPythont A ARIESE,
422 BFH

import asymrio

async def top edho client (message) :

reader, writer = asait asynrio.open comection(
"127.8.8.1", BHEBR)

print{f"Send: {messapelr}t)
writer.write{messape. encode() )

data = await reader.read{108)
print{fReceived: {data.decode() 1r]")

print{"Close the comection”)
writer.clase()

asyncio. run{top edho client( "Hella Worldl "))

BH, BEX

, EEMEET B L BIIRRE

X JL serverfclient B4 F , TRAEEF M RZ Z
-9-

, BF & &ITEH function1 ZR&F&“Hello”
R BRAFIEKEEBE |, function1 B EEIR BT A L function2 IEIREE |

IEFENE

, RIBITENH

BENT —AMunction , TEEEH

, EBE&E EARNARALEXN T RAXAE , mbytes



stream,

Xt 2F M ARMNEBER R fidecodeFencode, DecodeZiEbytestt Fstring , encodeRiBstring#: Fbytes,

423 B&

FEXERBEENERBEERNZEINERE,

B, RIS E—NMRSZEH , ZRSF[EXLTRNFEFFWEEN IP bt FixO,

R, BRIMNCIE—ATHIERE IP it NEILEENE R, B ZERE , RITTUREEREH ARG EBCE S,

4.3 RERFFERE

REBAU RN BHIEE —EHE , BFHIFEML,

REEMEERKEEEN. RABRIMELEMEM Internet, Internet A E2ETHIFEH , XEWRBZET Internet £ MBI FR
BERAEMRBITHRD , HRED R

XRERFBEEIIRBENIELAR , T2 —ERFEERS , ERMUMNESHR TREME EZRS .

BB, MREFRES 1 DEE-ARFB|URBER. W T —PMAEREBTEENHEREE T,

BRTEERRNEBEATNNE 1 WEHAXEAZE, Hit, R 1 HXNAXMEHTEE,

5EF HTTP WEE

5.1 4% API

AP| REK‘BIARFHREED  BIERAREAEREED  WEZ—HEEBESHE —MHITERZTUERAEFREIT—
BHEFMNPIRIM—LER, APIERTEPREN , R L FAERRSHBRAETFRHE AP, ME , ERHEEFEH
APl EREEHTERF. EXMERT , APl HIEARGEZESMNAFP MPRIRSF[HOFR,

5.2 A £ Python 12 API RS 88

Flask ITHRENERIE, Django thfR¥F. BRI THILMEX BRI RE , REEAXRLUT Flask WITE
“‘sanic2I"YEN BAIEAN T E,

5.2.1 AP 5588 =4l

from sanic import Sanic, response

app = Sanic(name="comiacts app™)

# Create some best data for our catalog in Hhe form of a list of comback.

comtacts = [
f "username” : “yingshanoa” ,
,, Friemds’s gl Tmgles]
{l
"usermame” - AT,
"friemls": ["A"s friemd 17, "A"s friewd 27]
1.
{
"usernase”: "B7,
“friemis": ["B"s frieml 17, "B"s friemd 27]
1

1

@opyp. route(*/*, methods—{ "6ET"])
async def home{request):
return response. itml(" " " <hl>awsose people do awsose things.</hd>""")

Baypyp . rowibef " fapi vl foatactsfall”, wethods=[ "GET"])
async def api all{request):
return response. json{contacts)

By . reibef " fapifvlfoontacts”, sethods=[ "GET"])
async def api username(request):
& Chedk if an username was provided as part of the URL.
& If wsernase is provided, assign it to a variable.
# If o wsermame is provided, display am error im e browser.
if "usermame” in request.args:
username = stri{request.args] "usernase"][0])
else:
return response. text("Error: o usernase field provided. Please specify anm
usernase. "~ )

# Create an emply List for owr resalis
results = []

# Loop throogh the data and satch resalts that fit the reqguesbed ase rmmme.
& Usermame are wnigue, bt oter fields might rebom sary resalts.
for contact in comtacts:

if contact[”uwsename"] — username:

results . append{contact)

# Use te jsonify function from Flask to comvert our List of
# Pythen dictionaries to tee 3508 forsat.
return response. json{results)

if _name — " main "

m:.n:(lu::;t:TB.B.B_.B'-, port=8008, debug=True)
5.2.2 MiX1Z MRS5S =R
-10 -



IE , MRLRITFF XK ES , 7[R http://0.0.0.0:8000 , RFLEFER :
awesome people do awesome things.
IR YRiAIE http://0.0.0.0:8000/api/v1/contacts?username=A , N&&Z :
[
{
“username” TAS
“fiiends™ [
“A’s friend 1,
“A's friend
1
1
1
R AR5 http://0.0.0.0:8000/api/v1/contacts?username=B , M &EF :
[
{
“username™ "B,
“fiiends™ [
“Bs friend 1,
“B's friend T
1
1
1
R ALEHREFER ? REERAARINZR TURLFHS ., EXE , XNSHR ‘username”s N FREMuser , &
HRET FEINEKTE,
EfMBESuIWECRTREENFREAPIRITHREEER, BRE—B TR, ARPAUXNESHARTHATIEENTE
FEER,
6 ETHIREENES
6.1 ft 42 MongoDB
XR—MREEER , BNUUERAERREAFNEE , @A KA FMEIXIZ %,
NHLETCR ? AN ECHRSRESHERE (FlwsSQL ) BEfiE, MAES5ISONEFRHRE.
B ZBEENTFLRERSTMAELBEEL, BEE-—IMNEEFNENRZBUUEETRANBIELH, XEET
DARESRIE  RIRGIER 4= m R A,
6.2 F{AI1E Python H{# A MongoDB
6.2.1 PyMongo
“PyMongo[4]" 2 #1E MongoDBI[3] i python . BEFEAE , HI1TURL L BHIERE,
6.2.2 ERHHIF
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from pymongo import Mongolflient
import datetime

import pprint

client = Monpgorlient( ‘monpodb: fflocalhost:= 270075 ")
db = client.test database

posts = db.posts

posts.delete_many({})

post = {
“aurthor®: “Mike",
“text™: "My Tirst blog post!®,
“tags": [“mongodh™, “python”, “pymonpo”],
"date™: datetime.datetime.ubtomo()
b
postZ = {
“author®: “yinpgshaoxo®™,
"text™: "My first latex book!®,
"taps™: [“wongodbh®, "python”, “pymongo”, "latex™],
& “date”: datbed ime . datbet e . ubon o )
¥

posts.insert one{post)

posts.insert one(post?)

post = posts. find one({" author®: "Hike"})
print{"Find one item from the database:™)
pprint.pprint{post)

print{ "wn"*2)

posts. Find one_and update({"_id": post.get("_id")}}, {“$set™: {"new Field":
")

print{"Find multiple items From the database:™)
for post im posts.Fimd():

pprint. pprint{post}

print()
print{ “wn"*2})

print{client.list database names())

FERREIT | BE , BRITENT —1posts”s “posts’B—NEE |, BE , MRLEE | 4 UFGHA R FIXK,

?&F?ﬂdl]i)&?ﬁ’l\post ARt R, BIFENIEA T posts" &S

KRG, RMNZ2iAE S FEHAH 2 B IE author==Mike’ R &K E F — P post,

R , BiR Zpostm T —NEM. ZEMNER—RIKFS.

&5, BA1ER posts"E A LT ENH Z %R #I = post.

6.3 N ARNEERAREE

R ARNBAEABEE ? TREANRNEXKAREAFHVEE  SEAFPKFAS, BFFELNAFRERSSHITE
PR E A EKF EHE K.

BN LEEREREFEETENAES , ERATUTERER , X2TKFRM

() —BITENHNREFE2ERN, ﬁM*"ﬁlﬂﬂﬁ‘ﬁ’fM’J Wﬁk?l‘l‘%’*ﬂﬂ’]ﬁﬁﬂ 1=

) HITENXAN , REETEVAFTHHOMERESRITELR. BFRREE,

G MRAULBEE—MHARLEHE , ERIEBL2LIRESENRAERE KK,

@) BERMNAZURZOHE,

7T AFEERS

BZRERNARITEN , R EAERZ A, Bt , RENEFEEREAFHNE, RREF-NRSHE , ERETLE
BRAF. ﬁ&ﬁﬁ)ﬁ'ﬂ’]ﬁﬂmmo BEARE— /l\JEEﬂEQ"‘ﬁUEE’JJﬂF'ﬁ'ﬁTEEf&FﬁF' ? &R ENGERERZAF RERD

, MBZBNEENHREETEHENZILEER K RLAECREEZHCIEZNAFS,
71 AFEENEREE
(1) JEAMR: sign up
(2) ZPf: log in
(3) E44: log out
(4) Ik 51 BR: account deletion
7.2 RE3x=|M

-12 -



from sanic import Samic, respomse
from pymongo import MongoCliemt

client = Mongol Lient{ "songolb: f flocalbost: 270077°)
db = client.my app
users = db.users

app = Sanic{name="user mamager”)

@app . rowibe] ° fapifvliusersansgesent ©, sethods=[ "POST"])
async def user sanapesent (request ) -
data = request. json
result = {“status": “ok™}
if data:
action = data.get("ation™)
body = data. get{ “body™)
if action and body:
if ("username” in body) and (“password™ in body):
usemame = body. get{ “username")
password = body. get{“password™)
the user we fomd = users. Ffind one({ " wsermase”: usemane, “password”™:
password})
if action — “sigmp©:
if the user we fomd — Mone:
mew user = {
“sermame” . uSername,

“passaord” . password,

users. insert one{new user)
result] "status"] = "ok: aocount bas been created™
else:
result] “status"] = “wrong: accomt bas already been creabed™
elif action =— "lopin®:
if the user we fomd — Mone:
result] “status"] = “wrong: o acomt or wrong passeord”
else:
result] “status"] = "ok: lopped im™
elif action — “delebe™:
if the user we foumd — Mone:
result] "status"] = "wong: o acomt or wrong passsord”
else:
users. Find one and delete({™ id:
the user we found.get(™ id™)})
result] “status"] = "ok: account bas been deleted™
else:
result] “status™] = “wWrong: o usermane or passeord reoeived”
else:
result] “status"] = “wromg: no action or body received™
else:
result] “status"] = “wrong: o json data received™
return response. json{result)

if _ _pame = " maim ":
app. nm{host="0.8.8.8", port=8000, debug-True)
7.3 A

HRMNKRBAFPERBERE , RINEEREZBERETHNEMRBE. RE  RITFREBZBEREFIEAFEM
B, MREXE , BRI ERREEUEEREEDPRRZEZAF, MREXHE , BITFCIR—NFHIKF,

7.4 ZPE

URNFEBAFAEEBERN , RINEAREZBERETHATER, RE , RINUREZERESLEAFBNZB
o MEEXE  RINEREBEEUEERREEFREEZAF. MRRXHE , BRMIULEERBMNOAR,,

7.5 5F4H

XN FERIANWBMARREHATEE, FIABRT2XIE,

BE—RRFEBEREN , BRXEAFPZHEZE , ARPSABRA—XKSRE , EFEM , TSRS ERRNNERS.

7.6 K5 il B

WEAPEEERR  BIEEREZBERREAT MR . MRR , RIEREZBERREIEAFBENEDE, ME
BEXH  BIHREREEUAESEREESTREEZAF. REXHE , RITENBEESRERZAF.

8 BEME

BREEENR, &N , FAAREERERUNEEM AN A S TS EEN EEFFILNE,

ERENRE  NRER—ROFANER. BENTEMRERELE W HIRE,

AAXFEEBREB T ZEZETEEES,

8.1 & Bl—: HTTPS

NBESMEEHBEBMEETMARFESRZEN. AENEYEFRNBENTMNASTENSGEAFRZE,

XRERATARNEEMSEA HTTPS[5].

RERMNULBERFINBEGSRERZRLS , RULEBR HTTPS AMBRLZ LM,

HTTPS ATRIFBIBEBESEARINEZ S,

8.2 %%l —: Sha256
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B 6 MRBNFANBERREFIRLEAD ? MREFHRERIMNEBPHNEE T UERMNLENEANAEFZEREAD
? BATRER DN KB,
BEEXRE , IRBEARRSHELS?
ERSHS A RE EAEXEARIRFRINVAF BB IER - E.
EXFAERT , BRENE-TRECHNERAFBBNAE £ sha256[6].
821 RSHBEEMNS
(1) EMRAFBIEEN
{
useTnames
sha?56_password.,
temp_token:,
}
@ BEAFERN , BINBXLEAP—NMENSE , ZSEIEIFRE,
) BYAPEERESEBCEER |, AR HARS 38 2 8145 /Y G B 5 B
(@) FEAERE N https T#4T , HEAEBNANEXREZBNRHFRES,
822 BEFImBEMMNE
(1) FRERE B8 1) sha256 K8, ML FHF, FRIERIFRS , U REENEE)
mport hashib
m = hashib.sha? 560
mupdate password )
prntim hexchgesi()
() FHA P& M H 50 K05 5 RS 28 DUREIG B 5 b o
) ERAZBNTHESRSRERE , RS H[FHNERM,
8.2.3 Server.py
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from sanic import Samic, respomse
from pymongo import Mongollient
import hashlib

import randos

import string

cliemt = Mongol Lienwt{ "wongolb: fflocalbost 258177 ")
b = client.my app
users = db.users

app = Sanic(name="user manager” )

@app . rowibe] ° fapifvliusersansgesent ©, sethods=[ "POST"])
async def user sanapesent (request):
data = request. json
result = {"status": "ok™}
if data:
action = data.get(" ation™)
body = data. get{"body")
if action and body:
if ("username” in body) and (“sha2sé password™ in body):
usemame = body.pet{ username")
sha?sé password = body.get{"sha?sé password™)
the user we fomm = users.find ane( { wsermae”™ . usermane,
“shazse password™: sha2sé password})

if ation = “sigmp©:
if the user we fomsd — Mone:

mew user = {
“sermEme” . uSername ,
“shal5t password™: sha?56 password,

}

users. insert_one{new user)

result] “status"] = "ok: account bas been creabted™

result] “status"] = “wrong: accomt bas already been creabed™
elif action =— “lopin®:
if the user we Fomd — None:
result] “status"] = “wrong: o aocomt or wrong password”
else:
random_string = "" . join{random .choice(string. ascii lowercase)
for i in range{180))
ramkm_string 1= usermame
temp tokem =
hashlib. shaZ56({ randon_string . encode{ “utF-87)) . hexdigest()
users. find one and vpdate({™ id:
the user_we found.get(™_id™)}, {"¥set™: {"temp token™: temp tokem}})
result] “status"] = “ok: lopped im™
result["result™] = {"temp token™: temp tokem]}
elif artHon = “delete™:
if the user we fomd — Mone:
result] “status"] = “wrong: o accomt or wrong passeord”
else:
users. Find one and delete({™ id :
the user we found. get(™_id™)]})
8.2.4 Client.py
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salt,

from user sanagesent import app
import jsom

from logrero import lopger
import hashlib

# clean database

from pymongo import Mangollient

client = MHongoCLient( "wongoil: f/ localbast: 270177 °)
db = client.my app

users = db.users

users.delete wany({])

username = ~yingshaome™
password = “hella™

salt = tﬁemﬂe[(lm(lﬁenﬂe)lﬂ) 1

temp token =

def best wser sigm ap():
=1

request, response = app.tbtest cliemt.post{” fapifvlfusermanapement™,
data=json. dumps{data))

lopger. debug{ Lype({ response. json) )
lopger. dﬂ:g(rﬁp{mse ]sm)
assert "ok™ in response. json.get( “status”), £ response. json] " statos® "

def best user log dimf):
global temp token
- = { -
USEMTENET D USeTame,
“sha?sb password™: sha25b password,

1

data = {
=action": ~login",
“body™: body,

rauest, response = app.test client.post(” fapi/fvl/usersanagememt",
data=json. dumps{data))

lopger. debug( type{ response.. json))
].c“er'.lhllg(rﬁpmse.jm)
assert "ok™ in response.json.pet{“status"), f"response.json] " states" "
_token = response. json.get(” result”™) . get{ " temp token™)
8.2 .lsxmer' . debug(temp token)
/T rl:l

TR ERRET , AT AR RS R[IRGRFEEMAXED , BB TURDRIERF H 0 MEFTEOBELR.
BIEREFIRS T sha256 B3 , MPAT AT EELSRD , BT AR sha2b6 HBANEXZBHER , AARINFMT

MA K MRBERNTAEFHEERSELOKRE  RINEMHREIERRSR , Bkt

MAPF , RE—VIMIIMEEE,
N AERBFERAHTKSRE ?HTEFHRGRAE=ZFEEN , REBELETEE, (FEEBRTRNBEE=
FER ¢ R G AT REME R K)

BEMRE  —ELAFEERAAFEREB. XTERLEN.
9 APIg it
BEFF MR Ul 280, RAVLBFERIT AP,
9.1 ®BiE
XE—MEEWN AP, HBEAF THRERERBRSHFNEXAS.
Bapyp . rowbe{ " Fapilfvilfverify ", wmethods=[ "POST"])
async def verify({reguest):
data = request.json
result = {“stabus": “wrong, you have to sign up or log in™}
if data:
username = data.get {"usernane")
temp token = data.get{ ™ bemp token™)
if uwsername avd temp token:

the user we found = users. find one({ “usernmase” . usernase, “bemp tokem™:

temp tokem})
if the user we found 1= None:
r'ﬁult['status 1 = "ok™
json{result)

™M response. j
ﬂﬂ%ﬁdl]ﬁ’]@? FPRZS I IR ﬂ'Jf&ﬂﬁE%EE%ﬁﬁ%H

, FEIT & TR i 4k B E B A



9.2 FREUBRR A
BAMER L API SRIREX AT LG 2 RIREY A R BB R
XENZBEREL  BNERSF[PREFTEAFNES , BERZIKRNAFRA,
Bapp . rowte( " fapi/vilfocontactlist®, sethods=[ "POsT" 1)
async def pet contact list(request):
data = request.json
result = {"status": “wrong"}
if data:
username = data.get("username")
tesp_token — data. get("temp_token")
if username and temp token:
the user we Towd = users. find ope{{"username”: usernase, “temp token™
temp_token})
if the user we found — None:
resul H] "status™] = “wromg: wser doesn™t exdst”
else:
userlist = wsers. find{{" id": {"fmim":
[the user we found.pet{™ id"}]}}}
fuserlist = wsers. Find({“wsernome™: {“$nin®: [usermose]} )
name list = []
for user in wuserlist:
name list.append(user. get{“username™))
result[“result®] = {"name list™: name list}
resul t] “status"] = “ok™
returmn response. json{result)
9.3 KIXHE
BINFEEQE - AP ROEHE R,
9.3.1 K1
AL API BB 3N SH
(1from:lHERBEHE,
@to: BRNEENMEEREABNEIRAR,.
G)text: RITERIEHHE.
438 ¢/apilv1/send”iE 3K B B EL:
username = data.get{ "uwsermane” )
temp token = data.get{"temp tokem™)
body = data.get{boy™)
if wsermame aml temp token and body -
the user we foud = users.find one{{ " sermame™: usemase, "temp token™:
temp_token})
if the uwser we foumd 1= Mome:
from = wername
to = body.get{"to")
text = body.get{"text™)
if to amd text:
resul tf “statws"] = “ok®
update an cowersation(from , to, text)
932 5% 2
5 RINFECE N BESHRREFIRIZFR,
R from=a-user , to=b-user , XA =*hi" , MBTELEHR :

[
{
“Comeersation_mame ™ "a-user_b-user,
Thistory ™ [
{
“date™ "2020.329,
“Trom™: "a-user,
1o~ h-user,
“rend: i
3
|
}
1

X, BIONTUETHEIMAFNGER. B, RE-RIPRER. ETRECERERE  EYPRUBRTEET
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XRAEISEARY
def wpullaibe an comersation{from , te , text):

date = datetime.datetime. utomow()

comversation name = © " _join{list{sorted{[from , to ]})})

conversation = comversations. find one({ “corversation mase"™:
comversation name})

if comversation — None:

create_an comversation(from , to , bext, date)

else:
comversations. find one_and vpdate({" id": comversatiom.get{" id")}}, {
“faddToSet™: {
“history™: {
“date”: date,
“from™: from ,
"o ta,
“text™: text,
)}
)}
H

def oreabe an comsersation(from , to , text, date):
comversation name = © " join{list{sorted{[from , to ]})})
conversation = {

"romersation nase” . comersation name,

“history™: [
1
“date” : date,
“From™ . from ,
“to": ta ,
“texit” . text,
1
1
)
comversations. insert_one{comrersation)
9.4 BERER

BIIFEENL AP, UARFRAFRIRAEBRIZR,
BESTPIRIEE , AFETAEMRNRERIIEMANITES.
NFEFHRMS , XIFEEHE  BANRFNPRIERKEANPREZTE , WERECWETHER.
9.4.1 FH 1
BN API B 1 NS : target
LB =="ZFHEN , BIEESHAFEXBNRAEIRIZE R,
HEH ="5—1TAFN , BMMNEESE - RAF5ZAF2BRENPRIER,
EAZIMMBRE
target = body.get{"target™)
if target — "" or targek:
got = pet romversation(usernase, tarpet)
if gpot — Mome:
result] “statws"] = fwrong: o record with {usernase] {target]”
else:
result] “status"] = "ok®
result] "result®] = got
9.42 %2
B REXRSIRAFEXNHEMRIER,
MERRAFEHETERAS , RINTUBSE - IMH-NZHR  KRREHEEREETNREZ—
HE A MRAFKRARMNEHBENERAS , BINMATUERENREARRNSEZA WA E,
HAZIMMBRE
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def pelt comersation(usernase, tarpet):

data = None
if target — "" or targek:
if target 1= "7:

comversation name = " " _join{list{sorted{[username, target])))
comversation = comversations. find ane({"comrersation mame":
comversation name})
if comversation 1= Neme:
data = [comversation]

else:
regex = “(" + usernames”_.*}| (.*_“tusernamet")"
mary coaversations = comversations . find{{"comversation mase"™:
1"$regex”: regex}})
if many comversations 1= None:
result = []
for comversation in sany conversations:
result. append{comversation)
data = result
return data
10 UIigit
Uk AP SRE
RERPRE , RNNWAFRETEEARNONARERF.
EXNEBAKREFEEE, (BARSEREFANBEFE - , NESERTRHBIEE: terminal H¥E shell )
10.1 B —PMESR
BRZ U ERTHEMNER. B3I REMNESHE.
BATAILAEA WPF 7 Windows E#4T1R1t , W AILAEA Flutter £ Android L#1Ti1R1t , EAILAEASwiftfEIOS iR it

BXFERIEEERERT, RREE—EHEMN U, JUAERNIEXEMNTE,
Hit , BEFER vue.js[7] RER L T4,

BH  BTFRETREALEXMNES , Python T2 , IABRTAIEREMNRBE LXK,
102 FEMH

CB ERHTTEF , BRMNATLUEMFER

CBRERARE EHTEL , RO TUERTUBKRRHA

HREME: FUHTEF , BINTUAEMALKIEER , At ERA RS RAER
1021 EBW

ReF 0 |

AR
yingshaoxo X

R AL

cone Q

S =3

B10-1 B}

BN TREFEYE , HRAEERISHEE X1 R, RENERAENEE  RAEBHR N XERAE , HEA
FRABCHEFNEE. &5, A TABNLANRECH/MRE , #ABERHAFRBRLTEQINR MY  IMER
Fo
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BNYHARATLIEEMERTZMNDRAE -, LNNRBEEFETRBZAS BB TEM. IRBEEFFEZAS
, REPBER, SRXFERRER , EXRLLFERSTHENKM , L : SXMAFBARAEME THNED TR
REHMEIMT —PHKS , IBRAEENBES /AR BRAORRE,

1022 BRARE
S %= _
S -
; FoRF =
; Trump -
& Newton -
z Archimedes =

M10-2 BRARE

EXNRE , BB INEZNRERSNALEMX EXHERE - MANEF,

B, AHRRMEDY K BERNEBKTIEEANELEIZEAR, FTIAES—THFE , BENT -1 L&, FEA
@S WD 1R Bl BRI 3% BIBR R Ao

B REBRIARNIIREESXANMELERK , REBERBAXMATLE ? EREXMAKRES ? —NEHFHN MR
HRRERAXERETRERT. ATERINXEREREENEE , AIUASTHEMHRIRE -1 B,

10.2.3 IR |

HXRXAEBRZFEBAQQMERD , MEQQ , THAIA , N TFE—ITHXUE , P KZETRHEIRNKNEF |, 3
BN EFRERIFTH,

AEVNRMXIESR , LASEREHE LRMBIAMKNER. AARNARNE , LU RRENE.

REEXRY , RO RIERNZATENHERIRER, ERETERMNREEIRCX. MER , X—ZBiNIRER T UK
pURZ i 8

10.2.3.1 User 1
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K=

hi
Oitias
(REIRRIZNG ?
4 B ZE IR
BT A ARBOH & =
0/ 200
B10-3 Bl R L m1
10.2.3.2 User 2
yingshaoxo
hi
{iRtF
(REINRIZNG ?
SIS0y
ETEI A ARBOH E =
0/ 200
B10-4 B KR E2
g1t

FMAPython HE—IRRKBERERTITH. FORMNEAMUESIRIE , ZeHHEBGITIRE. ETESHNERER
t, WEE., 0, AFA-ERENEBEAREZHHXARAAR , REBHRTEAET,

BRMNBEZFIAPythonFHEBEF RSN RRMY | ZNTEREZAPythonFE—MERHAFRERE. RINLHEIE
Python5EHE —&£4121E S MJavascriptE SRR , FRERF TR BEREWEXMES.

RE , BATRLRSEPythonI R EE , ERBXR-— M LENFRE, R EEERSBREREES  WPHP , ©
MNEERRRE , BEINAEARMERZRIBTARER. HEEEUHTENZEEINTHREA  ERBEERGERREE
WARRFTEAME , MAREBITHR,

Bt
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