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ABSTRACT

Python is a good language. Almost every developer know or master this kind of
language. In this thesis, I'll try my best to show you guys how to use Python to build a
modern communication system.

In this process, I’ll talk about the IP, TCP, Socket, HTTP, WebSocket.

Communication System is based on protocols. Without those protocols, communi-
cation can be arbitrary and unreliable.

This thesis step by step demonstrates how to build a modern communication system
with support with multiple user management. It uses a technique we called RESTFul
API. So it can almost be used for any programming language and devices like java in
android, swift in iPhone, javascript on a web-page.

Due to the research purpose, the final work won’t be capable of production. But It
is still valuable because it is a general tutorial for using python to make a communication

system.

Keywords: Communication System; Python; RESTFul API; Multi-User manage-

ment; thesis
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3.1.1 BR&EEE.py

# first of all import the socket library
import socket

# next create a socket object
s = socket.socket ()

print (”Socket successfully created”™)

# reserve a port on your computer in our
# case it is 12345 but it can be anything in a range of 0 to 65535
port = 12345

# bind the listener to Local Area Network
s.bind ((°0.0.0.0", port))
print(f”socket binded to {port}”)

# put the socket into listening mode
s.listen (5)

print(”socket is listening”)

# we run this server forever until we interrupt it or any error occurs
try :
while True:
# Establish connection with client.
¢, addr = s.accept()

print (’Got connection from’, addr)

# send a thank you message to the client.
c.send (b’ Thank you for connecting’)
except Exception as e:
print(e)
# Close the connection with the client
c.close ()

3.1.2 Zppy



# Import socket module

import socket

# Create a socket object
s = socket.socket ()

# Define the port on which you want to connect, it should be the same as
server’s bound port
port = 12345

try:
# connect to the server
s.connect((’°127.0.0.1", port))

# receive data from the server
print(s.recv(1024))
except Exception as e:
print(e)
# close the connection

s.close ()
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import threading

import time

def thread_function (whatever):
logging .info (f”"Thread: starting {whatever}”)
time . sleep (2)
logging .info (f”Thread: finishing {whatever}”)

”»

if __name__ == "__main__":
format = "%(asctime)s: %(message)s”
logging . basicConfig (format=format, level=logging.INFO,

datefmt="9H:%M:%S"")

logging .info (”Main : before creating thread”)
x = threading.Thread(target=thread_function, args=("yeah!”)))
logging .info (”Main : before running thread”)
x.start ()
logging.info (”Main : wait for the thread to finish™)
# x.join ()
logging .info (”Main : all done”)

e

22:16:00: Main : before creating thread

22:16:00: Main : before running thread

22:16:00: Thread: starting yeah!

22:16:00: Main : wait for the thread to finish

22:16:00: Main : all done

22:16:02: Thread: finishing yeah!
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3.2.1.2 ImEMBIARSE R py

import socket

import threading

# thread function
def receive_and_print(c):
while True:
# data received from client
data = c.recv(1024)
if not data:
print(’Bye’)
break

print (’\nmessage received: ’, str(data.decode(’utf—-8")))



# connection closed

c.close ()

def Main() :
host = 70.0.0.0”
port = 12345

s = socket.socket ()
s.bind ((host, port))
print(”socket binded to port”, port)

# put the socket into listening mode
s.listen (5)

print(”socket is listening”)

# a forever loop until client wants to exit
try :
while True:
# establish connection with client
¢, addr = s.accept()

# Start a new thread

t = threading.Thread(target=receive_and_print,

t.start ()

while True:
text = input(”\n”)
c.send(text.encode (" utf—-8"))

except Exception as e:

print(e)
# close the connection
s.close ()
if __name__ == ’__main__":
Main ()

3.2.1.3 MEMBIE FiR.py

import socket

import threading

def receive_and_print(c):
while True:

# data received from server

args=(c,))



data = c.recv(1024)
if not data:
print(’Bye’)
break
print(’\nmessage received: ’, str(data.decode( utf—-8")))

print(”\n”)

# connection closed

c.close ()

def Main() :
host = 127.0.0.1"
port = 12345
s = socket.socket ()

s.connect ((host, port))

t = threading.Thread(target=receive_and_print, args=(s,))
t.start ()

# greeting
message = “yingshaoxo is awesome”

s.send (message.encode ( utf-8"))

try :
while True:
# message sent to server
text = input(’\n”)
s.send(text.encode( utf—-8"))
except Exception as e:
print(e)

# close the connection

s.close ()
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from multiprocessing import Process

def my_function(x):
print (xsx2)

if __name__ == ’__main__~
p = Process(target=my_function, args=(3,))
p.start ()

print (73 to the power of 2 is: )

The result is:

3 to the power of 2 is:
9

3.2.2.2 EMBIARSEEE.py

from multiprocessing import Process

import socket

def receive_and_print(c):
while True:
data = c.recv(1024)
if not data:
print (’Bye’)
break

print ( \nmessage received: ’, str(data.decode(’ utf—-87)))

c.close ()

”70.0.0.07
12345

host

port



s = socket.socket ()
s.bind ((host, port))

s.listen (5)

try :
while True:

¢, addr = s.accept()

p = Process(target=receive_and_print,
p.start ()

while True:
text = input(’\n”)
c.send(text.encode(’utf—-87"))
except Exception as e:
print(e)

s.close ()

3.2.2.3 IMEIZBIE Fim.py

from multiprocessing import Process

import socket

def receive_and_print(c):
while True:
data = c.recv(1024)
if not data:
print(’Bye’)
break

print(’\nmessage received: ’, str(data.decode( utf—-87)))

c.close ()

host = 127.0.0.1°
port = 12345
s = socket.socket ()

s.connect ((host, port))

o

p.start ()

12

args=(c,))

= Process(target=receive_and_print, args=(s,))



message = “yingshaoxo is awesome”

s.send (message.encode (" utf—-8"))

try :
while True:
text = input(”\n”)
s.send(text.encode(’ utf—-8"))
except Exception as e:

print(e)

s.close ()
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4.1 asyncio

asyncio'? 2 il {57 258 71 Python JE .
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import asyncio

async def funcl ():
await asyncio.sleep (1)
print(’Hello ...")

async def func2():
await asyncio.sleep(2)
print(’ ... World!")

async def main():
await asyncio. gather(
func2 (),
funcl ()
)

asyncio.run(main())

i 2
Hello ...
. World!

14
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import asyncio

async def handle_echo(reader, writer):

data = await reader.read(100)
message = data.decode ()
addr = writer. get_extra_info ( peername’)

print (f”Received {message!r} from {addr!r}”)
print (f”Send: {message!r}”)

writer . write (data)
await writer.drain ()

print ("Close the connection™)
writer.close ()

async def main():
server = await asyncio.start_server (

handle_echo, *127.0.0.1°, 8888)

addr = server.sockets[0]. getsockname ()

print(f’Serving on {addr}’)

async with server:

await server.serve_forever ()
asyncio.run(main())
422 EPRig
import asyncio
async def tcp_echo_client(message):

reader, writer = await asyncio.open_connection (
7127.0.0.1°, 8888)



print (f’Send: {message!r}’)

writer . write (message . encode () )

data = await reader.read (100)
print (f Received: {data.decode()!r}’)

print(’Close the connection’)

writer.close ()

asyncio.run(tcp_echo_client( Hello World! "))
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5.2.1 APIR&Es=01

from sanic import Sanic, response
app = Sanic(name="contacts_app”)

# Create some test data for our catalog in the form of a list of contact.

contacts = [
‘username ’: “yingshaoxo”,
“friends ’: [”god”, “angles”]
},
username ' : TA”,

"friends’: ["A’s friend 17, "A’s friend 27]

username ' : "B,

"friends’: [”B’s friend 17, "B’s friend 27]

@app.route (’/’, methods=["GET’])
async def home(request):



59

return response . html( <hl>awesome people do awesome things.</hl>""")

@app.route (’/api/vl/contacts/all’, methods=[ "GET’])
async def api_all(request):

return response.json(contacts)

@app.route (’/api/vl/contacts’, methods=["GET’])
async def api_username(request):
# Check if an username was provided as part of the URL.
# If username is provided, assign it to a variable.
# If no username is provided, display an error in the browser.
if “username’ in request.args:
username = str(request.args|[ username’ ]J[0])
else:

return response.text(”Error: No username field provided. Please

specify an username.”)

# Create an empty list for our results
results = []

# Loop through the data and match results that fit the requested username

# Username are unique, but other fields might return many results
for contact in contacts:
if contact[’username’] == username:

results .append(contact)

# Use the jsonify function from Flask to convert our list of
# Python dictionaries to the JSON format.

return response.json(results)

LI

if __name__ == ”__main__

app.run(host="0.0.0.0", port=8000, debug=True)

5.2.2 MhiZARS ==
BUAE, WERARFTIT YA, V5 http://0.0.0.0:8000, Kf 7 #:

awesome people do awesome things.

AR A http://0.0.0.0:8000/api/vl/contacts?username=A , &7 2| :
[

“username”: A",

18



“friends”: [
”A’s friend 17,
"A’s friend 2”7

]

AR E] http://0.0.0.0:8000/api/vl/contacts?username=B, |&F 2| :
[

“username”: "B,

“friends”: [
"B’s friend 17,
"B’s friend 2”7
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6.2 f{a7E Python ®{& f MongoDB
6.2.1 PyMongo

“PyMongo!¥” J&#:/E MongoDB [ python J& . @ FI T, FRAT0T LARAAHE
AL PRES R 2

6.2 MHMIBITF

from pymongo import MongoClient
import datetime
import pprint

client = MongoClient( mongodb://localhost:27017/")
db = client.test_database

posts = db.posts

posts.delete_many ({})

post = {
“author”: "Mike”,

“text”: "My first blog post!”,

“tags”: [”"mongodb”, “python”, “pymongo”],
“date”: datetime.datetime .utcnow ()
}
post2 = {
“author”: “yingshaoxo”,
“text”: "My first latex book!”,

20



“tags”: [”"mongodb”, “python”, “pymongo”, “latex”],
# “date”: datetime.datetime .utcnow ()

}

posts.insert_one (post)

posts.insert_one (post2)

post = posts.find_one({ author’: *Mike’})
print ("Find one item from the database:”)

pprint. pprint(post)
print(’\n’%2)

posts.find_one_and_update ({”_id”: post.get(”_id”)}, {"$set”: {"new_field”: ”
888888888888888888888888888888888888888888888”1}1)

print ("Find multiple items from the database:”)
for post in posts.find():

pprint.pprint(post)

print ()
print (’\n’%2)

print(client.list_database_names ())
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1. {EH}: sign up

2. %l login

3. Y4 log out

4. K-S 4 account deletion

7.2 KEPCEL

from sanic import Sanic, response

from pymongo import MongoClient

client = MongoClient( mongodb://localhost:27017/")
db = client.my_app

users = db.users
app = Sanic (name="user_manager”)

@app.route (' /api/vl/usermanagement’, methods=[ POST’])

async def user_management(request):

data = request.json
result = {”status”: “ok”}
if data:
action = data.get(”action”)

body = data.get(”body”)

22



if action and body:

if (”username”

username = body.get(’username”
password = body.get(’password”)
the_user_we_found = users.find_one ({”username”:
password”: password})
if action == "signup”:
if the_user_we_found == None:
new_user = {
“username’” : username ,
“password”: password,
}

in body) and (”password” in body):

users.insert_one (new_user)

result[”status”] = "ok:
else:
result[”status”] = "wrong: account has
created”
elif action == "login”:
if the_user_we_found == None:
result[”status”] = "wrong:
password”
else:
result[”status”] = "ok: logged in”
elif action == "delete”:
if the_user_we_found == None:
result[”status™] = "wrong:

else:

users . find_one_and_delete ({7 _id”:

result[”status”] =

else:

result[”status”] =

else:
result[”status”
else:

result[”status”] =

“wrong: no

password”

get(7_id”)})
ok :

account has
»
wrong :

] = 7wrong:

json data received”

return response.json(result)

.

if __name__ == "__main__

app.run(host="0.0.0.0",

port=8000, debug=True)
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L5 UM a4
{

username : ,
sha256_password :,

temp_token:,

}
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1. RBUL S sha256 RS, IILEEh st (RRFeBENLFAFEE , T ARG KR
AR FA X E)
import hashlib
m = hashlib.sha256 ()
m.update (b’ password”™)
print (m. hexdigest())
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3. MG 5 AR S5 dd 5, PR IR 95 2 R i 2t

8.2.3 Server.py

from sanic import Sanic, response
from pymongo import MongoClient
import hashlib

import random

import string

client = MongoClient( mongodb://localhost:27017/")
db = client.my_app
users = db.users

app = Sanic(name="user_manager”)

@app.route (’/api/vl/usermanagement’, methods=[ POST’])
async def user_management(request):

data = request.json
result = {”status”: “ok”}
if data:
action = data.get(”action”)

body = data.get(”body”)
if action and body:
if (“username” in body) and (”sha256_password” in body):
username = body.get( username’)
sha256_password = body.get(”sha256_password”)
the_user_we_found = users.find_one ({” username”: username, ~

sha256_password”: sha256_password })
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if action == "signup”:

if the_user_we_found == None:
new_user = {
“username”: username ,

”sha256_password”: sha256_password,

}
users.insert_one (new_user)
result[”status”] = “ok: account has been created”
else:
result[”status™] = "wrong: account has already been
created”
elif action == "login”:
if the_user_we_found == None:
result[”status™] = "wrong: no account or wrong
password”
else:
random_string = '’ .join(random.choice(string.

ascii_lowercase) for i in range(10))
random_string += username
temp_token = hashlib.sha256(random_string.encode (" utf
—87)).hexdigest ()
users . find_one_and_update ({”_id”: the_user_we_found.

get(”_id”)}, {"$set”: {"temp_token”: temp_token

D
result[”status”] = "ok: logged in”
result[”result”] = {"temp_token”: temp_token}
elif action == "delete”:
if the_user_we_found == None:
result[”status™] = "wrong: no account or wrong
password”
else:
users .find_one_and_delete ({”_id”: the_user_we_found.
get(”_id”)})
result[”status”] = “ok: account has been deleted”
else:
result[”status”] = "wrong: no username or password received”
else:
result[”status”™] = "wrong: no action or body received”
else:
result[”status”] = "wrong: no json data received”

return response.json(result)

@app.route (’/api/vl/communicate’, methods=[ POST’])
async def user_communicate(request):
data = request.json

result = {”status”: “wrong”}
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if data:
username = data.get(’username”)
temp_token = data.get(’temp_token”)
action = data.get(”action”)
body = data.get(”body”)
if username and temp_token and action and body:

the_user_we_found = users.find_one({”username”: username,

temp_token”: temp_token})

if action == "test”:
if the_user_we_found == None:
result[”status”] = “wrong: no such account or wrong

temp_token”
else:
result[”status”] = “ok”
result[”result”] = {"msg”: f”I got your msg: {str(body)}”
}

return response.json(result)

.,

if __name__ == "__main__
app.run(host="0.0.0.0", port=8000, debug=True)

8.2.4 Client.py

from user_management import app
import json
from logzero import logger

import hashlib

# clean database

from pymongo import MongoClient

client = MongoClient( 'mongodb://localhost:27017/")
db = client.my_app

users = db.users

users . delete_many ({})

username = “yingshaoxo”
password = “hello”
salt = username[(len (username)//2) :]

sha256_password = hashlib.sha256 ((password+salt).encode(”utf—8")).hexdigest ()

9993

temp_token =
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def test_user_sign_up():
body = {
“username”: username ,

”sha256_password”: sha256_password,

}
data = {
“action”: ”signup”,
”body”: body,
}
request , response = app.test_client.post(”/api/vl/usermanagement”, data=

json .dumps(data))

logger.debug(type(response.json))
logger.debug(response.json)

1

assert “ok” in response.json.get(”status”), f’response.json[’ status ']”

def test_user_log_in():
global temp_token
body = {
“username’” : username ,

”sha256_password”: sha256_password,

}
data = {
“action”: "login”,
”body”: body,
}
request , response = app.test_client.post(”/api/vl/usermanagement”, data=

json .dumps(data))

logger.debug(type(response.json))

logger.debug(response.json)

assert “ok” in response.json.get(”status”), f”response.json[’ status ']”
temp_token = response.json.get(”result”).get("temp_token”)
logger.debug(temp_token)

assert temp_token and len(temp_token) == 64, "no temp_token received”

def test_user_communicate () :

body = {
“msg”: "hi”

}

data = {
“username”: username ,
“temp_token”: temp_token,
“action”: “test”,
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”body”: body,

}

request , response = app.test_client.post(”/api/vl/communicate”, data=json
.dumps(data))

logger.debug(type(response.json))

logger.debug(response.json)

assert “ok” in response.json.get(”status”), f”response.json[’status ']”

msg = response.json.get(’result”).get(”"msg”)

assert msg != None

def test_user_deletion ():
body = {
“username’”: username ,

”sha256_password”: sha256_password,
}

data = {
“action”: “delete”
“body”: body,
}
request , response = app.test_client.post(”/api/vl/usermanagement”, data=

json .dumps(data))

logger.debug(type(response.json))
logger.debug(response.json)

assert “ok” in response.json.get(”status”), f”response.json[’status ']”
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@app.route (' /api/vl/verify’, methods=[ 'POST’])

async def verify(request):

data = request.json
result = {”status”: “wrong, you have to sign up or log in”}
if data:

username = data.get( username”)

temp_token = data.get(”"temp_token™)
if username and temp_token:
the_user_we_found = users.find_one({”username”: username,
temp_token”: temp_token })
if the_user_we_found != None:
result[”status”] = “ok”

return response.json(result)
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@app.route (' /api/vl/contactlist’, methods=["POST’])
async def get_contact_list(request):

data = request.json
result = {”status”: “wrong”}
if data:
username = data.get( username’)

temp_token = data.get(”temp_token”)
if username and temp_token:
the_user_we_found = users.find_one ({”username”: username, ~
temp_token”: temp_token})

if the_user_we_found == None:
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result[”status”] =

“wrong: user doesn’t exist”
else:
userlist = users.find ({”_id {”$nin”: [the_user_we_found. get
(7_id”) 13 H
#userlist = users.find ({”username”: {”$nin”: [username]}})

name_list =

[

for user in userlist:
name_list.append(user.get(’username”))

result[”result”] = {"name_list”:

”ok”

name_list}

result[”status”] =

return response.json(result)
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Function that handles “/api/v1/send’:

username = data.get(’username”)

temp_token = data.get(”"temp_token™)
body = data.get(”body”)
if username and temp_token and body:

the_user_we_found = users.find_one({” username”: username,

temp_token”: temp_token})

if the_user_we_found != None:
from_ = username
to = body.get(7to”)
text = body.get("text”)

if to and text:

result[”status”] = "ok”

update_an_conversation (from_, to, text)

932 FE2
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2R from=a-user, to=b-user, A = “hi”, MEHELEH K-
[

{
”conversation_name”: “a—user_b-—user”,
“history”: [
{
”date”: 72020.3.297,
“from”: “a—user”,
“to”: “b—user”,
“text”: Thi”,
’s
]
}

AR, FATRART A s . B, 3RAE— R RIE % .
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def update_an_conversation(from_, to_, text):
date = datetime.datetime .utcnow ()
conversation_name = 7_".join(list(sorted ([from_, to_1])))
conversation = conversations.find_one ({”conversation_name” :

conversation_name })

if conversation == None:
create_an_conversation (from_, to_, text, date)
else:
conversations .find_one_and_update({”_id”: conversation.get(” _id”
) A
”$addToSet”: {
“history”: {
”date”: date ,
“from”: from_ ,
"to”: to_,
“text”: text,
}
}
P
def create_an_conversation (from_, to_, text, date):
conversation_name = ”_".join(list(sorted ([from_, to_])))
conversation = {
“conversation_name”: conversation_name ,
“history”: [
{

“date”: date ,

“from”: from_,
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”to”: to_,

“text”: text,

]
}

conversations.insert_one (conversation)
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target = body.get(’target”)

if target == 7" or target:
got = get_conversation (username, target)
if got == None:
result[”status”] = f”’wrong: no record with {username}_{target}”
else:
result[”status”] = "ok”
result[”"result”] = got
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def get_conversation (username, target):

data = None
if target == 7”7 or target:
if target != 77:
conversation_name = ”_".join(list(sorted ([username, target]))
)
conversation = conversations.find_one ({”conversation_name”:
conversation_name })
if conversation != None:
data = [conversation ]
else:
regex = (7 + username+"_.%) |(.* _"+username+")"
many_conversations = conversations.find ({”conversation_name”:
{"$regex”: regex}})
if many_conversations != None:

result = []

for conversation in many_conversations:
result.append(conversation)

data = result

return data
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